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SQL Server Impersonation

When you publish views to Tableau Server that connect to a SQL Server database, you can leverage the
security rules set up in the database to filter the data each user sees. When a user accesses a view,
Tableau Server connects to the database using an account that has the IMPERSONATE permission for
that user’s account. This account acts on behalf of the user’s database account. As a result, without
being prompted to log into the database, the user gets a view that shows only the data she has
permission to see. There are two ways to set up impersonation:
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Requirements

Live SQL connections only: Impersonation can only be used for views that have a live connection to a SQL
Server database.

Individual database accounts: Each person who'll be accessing views on Tableau Server must have an individual
account in the database. Membership as part of a group is insufficient.

Matching credentials: The credentials of each user’s account on Tableau Server and in the database must match.

SQL IMPERSONATE account: You need a SQL Server database account that has IMPERSONATE permission for
the above database user accounts.




